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1 Overall Summary 

 Test Objectives 

Project Name GAIA-X 

Short Description of Test Object 
This is a Reference Implementation of GAIA-X LOT1 Authenti-
cation & Authorization Service. 

Type of Test Object Web Services 

URL/IP Address/Test Object 

Standard Auth Endpoints for OpenID Connect: 
 /.well-known/openid-configuration 
 /oauth2/jwks 
 /oauth2/authorize 
 /oauth2/token 
 /userinfo 

Custom endpoints: 
 /ssi/login 
 /ssi/qr/{requestId} 
 /clients/iat/requests 
 /clients/iat/requests/{{request_id}} 

Deployment Environment Testing Environment 

Version Number of Test Object 1.0 

Contact Person 
Helmi Ben Hmida, Helmi.Ben-Hmida@t-systems.com 
Denis Sukhoroslov, Denis.Sukhoroslov@t-systems.com 
Ladislav Jurcisin, Ladislav.Jurcisin@external.t-systems.com 

 

 Test Implementation Details 

Test Type Penetration Test of Interfaces / Web Services 

Test Period 2022-05-23 to 2022-05-25 

Contact Details of the Tester 
Patrick Walker; +49 351 - 2820 2024; Patrick.Walker@t-sys-
tems.com 

Test Requirements and Provisions 
▪ API description (e.g. as postman collection) 
▪ Valid user credentials for accessing the service 

Test Laboratory 

Test and Integration Center 
T-Systems Multimedia Solutions GmbH 
Riesaer Str. 5 
01129 Dresden 

mailto:Helmi.Ben-Hmida@t-systems.com
mailto:Denis.Sukhoroslov@t-systems.com
mailto:Ladislav.Jurcisin@external.t-systems.com
mailto:Patrick.Walker@t-systems.com
mailto:Patrick.Walker@t-systems.com
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 Management Summary 
In the penetration test, a technical security examination of the service is carried out. The procedure of 
the analysis is based on the penetration tests implementation concept of the Federal Office for Infor-
mation Security (BSI) to identify potential weaknesses. 

During the penetration test of the GAIA-X Authorization and Authentication service, 2 issues have been 
identified, both of which are rated as having a high severity. The tested application did not require any 
authentication. Instead, a login form with a pre-filled claim token (in the hidden username field) that 
only offers a “Login” button gets sent by the server, once the OAuth2 authorization request determines 
that the user is currently not logged in. This form then needs to be sent back to the server and auto-
matically logs the user into the target application. Since there are no actual credentials required, the 
authentication has to be seen as non-existent. 

Additionally, the Spring Boot Actuator endpoints were accessible without any authentication. These 
endpoints can be used to obtain confidential information and should thus be protected from unauthor-
ized access. During the test, it was possible to retrieve a secret private RSA key that is used for signing 
JSON Web Tokens (which, in turn, are used for authenticating against (other) applications). 

During the audit, the test environment was only accessible via unencrypted HTTP. For production de-
ployments, the application should be properly secured with a TLS tunnel (i. e. via HTTPS). The config-
uration of the TLS layer should follow recommendations of the Federal Office for Information Security 
(BSI). 

An overview of the documented vulnerabilities is given in chapter 1.5. The detailed test results can be 
found in chapter 4. 

 Evaluation of Results 
Based on predefined criteria and the results of the penetration test performed, the following chapter 
assesses the current security level of the application and concludes with an overall evaluation. A de-
scription of the evaluation criteria can be found in chapter 2.5. 

Evaluation Criteria Rating Reason 

Vulnerabilities 

 

High or even critical vulnerabilities were identified. 

Test Coverage 

 

All aspects of the defined test scope were inspected 

Overall Rating 

 

Based on the number and severity of identified vulnerabilities 
and the test coverage level, an overall security risk rating of 
High was chosen by the testing contractor. 
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 Overview Test Results 

No. Chapter Description Severity 
Status as of 
2022-05-30 

1 4.2.1.1 Spring Boot Actuator Endpoints available High Open 

2 4.1.3.1 Access Control - Missing or Incorrect Authentication High Open 

3 4.1.1.1 Cleartext Transmission of Sensitive Information Informational Open 

Table 1: Overall Test Results 
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2 General 

Within the framework of the penetration test, the application is tested for existing vulnerabilities from 
an attacker's perspective, which provides a security assessment level. In particular, a penetration test 
provides an overview of identified vulnerabilities that could be exploited to compromise the confidenti-
ality, integrity, and availability of the application or IT system. 

The following chapter summarizes the details of test methodology. Chapter 3 describes the general 
procedure of a penetration test. For each identified vulnerability, chapter 4 contains a description, 
metadata, evidence and recommended actions. 

 Keys Aspects of Testing 
In terms of content, the main focus of testing is based on best practices and official test guidelines (e.g. 
OWASP Testing Guide, BSI study "Implementation Concept for Penetration Testing", ATT&CKTM, etc.). 
In the penetration test, the key aspects of testing based on OWASP Testing Guides in version 4 were 
used. 

System Component Key Aspects of Testing 

REST API 

• Standard OIDC endpoints  

• Custom endpoints  

• Cryptography, e.g.  
o Check of transport encryption and the validity of the used 

certificate 
• Authentication Testing, e.g.  

o Test of correct validation of API keys and tokens (e.g., 
JWT) 

o Test for trust relationships to IdPs 
o Test of omitting authentication mechanisms 

• Authorization Testing, e.g.  
o Non-public REST services 
o Missing or insufficient authorization checks 

• Configuration and Deployment Management Testing, e.g.  
o Testing of supported HTTP methods 
o Testing of outdated software versions 
o Testing for availability of administrative interfaces 
o Testing for unneeded services 
o Testing for presence of HTTP Security Headers 

• Input Validation Testing, e.g.  
o Test of weaknesses in the used parsers 
o Testing for various injection possibilities 
o Testing for user-controlled resource allocation (Denial of 

Service) 
o Test for handling of nested and reoccurring objects 

• Business Logic Testing, e.g.  
o Check for weaknesses in business logic and processes 
o Test for attack vectors that could affect the application 

platform availability (input-dependent resource allocation) 
• Client-Side Testing, e.g.  

o Cross Origin Resource Sharing (CORS) 
• Error Handling, e.g.  

o Test for information disclosure 
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Negativ-Test 

SpringBoot Actuator- 

endpoints 

• Check for accessibility of management interfaces 

Table 2: Key aspects of testing 

 Test Limitations 
All tests could be performed without any limitations. 

 List of Provided Documents 
Relevant information or documents were provided by the project team. 

Table 3 summarizes the documents and information provided in advance by the customer for testing. 

Document type Filename Version, State 

Postman collection of OIDC Endpoints pen_testing.postman_collection.json 2022-05-20 

Security Testing Requirements SecurityTesting_draft_v1.docx 2022-05-20 

OIDCC-Server Test Summary test-log-oidcc-server-
HBO6NL9MZCSNM6v.html 

2022-05-20 

OpenAPI documentation of IAT provider iat_provider.yml 2022-05-20 

Table 3: List of provided documents 

 Test Tools 
The following tools were used during the test: 

No. Tool name Application area Manufacturer 

1 Quality Center 

Documentation of test cases 

Evaluations 

Compliance Management 

HP 

2 MS Word various documentation, reports Microsoft 

3 MS EXCEL various documentation Microsoft 

4 Share Point Version control system for documentation (reports, concepts) Microsoft 

5 Burp Suite Pro Dynamic web application tests Portswigger 

6 Firefox Dynamic web application tests Mozilla Foundation 
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7 Postman Dynamic web API tests Postman, Inc. 

8 binwalk Data mining and carving ReFirm Labs 

9 openssl Collection of cryptographic tools 
The OpenSSL Pro-
ject 

Table 4: Test Tools 

 General Information 
 Evaluation of Results 

The evaluation of results in the chapter 1.4 is based on the following criteria: 

Evaluation Criteria – Vulnerabilities 

 

There were no vulnerabilities or vulnerabilities with the severity of informa-
tional and low identified. 

 

At least one vulnerability has been identified with the severity of medium, 
but no high or critical vulnerabilities were discovered. 

 

At least one vulnerability with the severity of high has been identified. 

Evaluation criteria – Test Coverage 

The test coverage criteria signify the test scope that have been tested concerning planned test scope. 
Remaining untested components may contain further unknown vulnerabilities that might lead to resid-
ual risks. 

During the test, it may not be possible to test all components mentioned in the scope. The are several 
reasons for this. A few reasons are listed below. 

 For example, some parts of the software were not ready for the testing, or the test require-
ments have not been met. 

 In the case of complex applications or IT infrastructures, the subjective impression may 
arise, for example, due to time constraints, that a complete test could not be carried out 
within the agreed test period. 

The ratio of the tested scope to the planned or expected test scope is represented as test coverage. 

During the test, there could be areas and functions that go beyond the planned test scope. In that case 
of incomplete test coverage, there is a residual risk, since the untested components may contain further 
unknown vulnerabilities. 
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(Approximately) All the components mentioned in the planned test scope were tested. 

 

Not all components of the test scope were tested. However, it can be easily estimated 
that the residual risk is low based on the components tested. 

 

It was not possible to test all the components mentioned in the test scope. There is a 
high probability that the untested parts of the application or IT infrastructure may contain 
further unknown vulnerabilities. 

 

 Description of Severity Levels 

The method used in this document to determine the severity of vulnerabilities found is based on the 
CVSS approach. CVSS stands for Common Vulnerability Scoring System and is an industry-standard 
for calculating the severity of vulnerabilities (https://www.first.org/cvss/). 

Severity levels are calculated based on identifying the characteristic of vulnerability that have a risk 
impact. These characteristics are further divided into two factors namely, probability of occurrence 
(likelihood) and impact. 

Only the CVSSv3 Base Score is used to determine the severity level. 

The numerical values (0.0 to 10.0) result in the following severity levels. 

CVSSv3 Base Score Severity Level 

0.0 Informational 

0.1 - 3.9 Low 

4.0 - 6.9 Medium 

7.0 - 8.9 High 

9.0 - 10.0 Critical 

 

 

https://www.first.org/cvss/
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3 Explanation of the Test Procedure 

The procedure model is based on the "A Penetration Testing Model"1 published by the Federal Office 
for Information Security and is divided into 5 individual phases. 

 Preparation 
The first stage is carried out in close coordination with the client. This phase aims to determine the 
scope of the test, the general conditions, and risk factors. 

The procedure of the penetration tester depends mainly on the following criteria. 

Information basis 
What is the penetration tester’s initial level of knowledge (Blackbox/Whitebox) 
about the target (network or object)? 

Aggressiveness 
How aggressive should be the penetration tester during the test (passive/cau-
tious/balanced/aggressive)? 

Scope Which systems are to be tested (definition/boundary/focus)? 

Approach 
How "visible" should the team proceed while testing (Covert (stealthy)/Overt 
(noisy))? 

Technique 
Which techniques should be used for testing (network-based/ other 
communication/physical access/ social engineering)? 

Starting point 
From which perspective does the penetration test should perform(outside/in-
side perspective)? 

Table 5: Criteria of the procedure and methodology in the preparation phase 

Based on the results of the preparatory phase, the final test priorities are determined (see Chapter 2.1). 
The test priorities replace the modules for information gathering and active intrusion tests (I and E 
modules) listed in the BSI implementation concept. However, the BSI modules are only applicable to 
selected systems/web applications, so that T-Systems Multimedia Solutions GmbH has developed its 
own test modules and associated test cases for various system components and test perspectives. 

The potential risks that might occur during the test are discussed with the client. The technical risks 
are reduced since the penetration testers have extensive experience, but cannot be completely ex-
cluded. Nevertheless, fragile test components, cost- or resource-intensive process steps (e.g. SMS dis-
patch) or similar are discussed and agreed with the client. In the interest of both parties, all measures 
are to be taken to keep the risks posed by penetration testing to a minimum level. 

The contact possibilities during the test period must be recorded bilaterally with the client. This proce-
dure enables immediate contact in case of technical problems or queries. 

The results of the preparation phase were documented in detail in Chapter 1. 

 

1  https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/Penetration/penetra-
tion_pdf.html 

https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/Penetration/penetration_pdf.html
https://www.bsi.bund.de/SharedDocs/Downloads/EN/BSI/Publications/Studies/Penetration/penetration_pdf.html
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 Reconnaissance 
Depending on the type of test object, various information about the target is collected in order to per-
form the test in a more effective way. 

▪ In the case of an IT infrastructure, for example, the communicated network addresses are ex-
amined more intensively and information on associated (sub-) domains is collected. 

▪ In the case of (web) applications, the technologies used are checked and any available verifi-
cation data of the software used is collected. For the identified software versions, existing vul-
nerabilities or the existence of public exploits are researched. 

▪ When investigating hardware components, the available interfaces are analyzed and relevant 
test cases are derived. 

Depending on the information collected, test cases that were previously marked as relevant can be 
deselected or the scope of test cases can be expanded if additional attack vectors or technologies are 
identified at this stage. The concrete compilation of the test cases is carried out by the tester individually 
or, if required, with the contact person on the customer side. 

Besides, this phase enables the tester to assess the scope of the test more accurately and to plan the 
originally planned time expenditure per component/target more precisely. 

 Analyzing Information and Risks 
An elementary task of the third phase "Analyzing information" is the professional and technical analysis 
of the test object in order to identify and evaluate threats. 

Based on this information, it is possible to assign appropriate severity levels for the application or the 
IT infrastructure at a later stage and to make a realistic assessment of the potential threat. 

It is therefore necessary for the tester to analyze the information provided (e.g. documents from the 
department, analysis of the application, research on the technologies used, possibly questioning the 
department) and to derive from this which goals a potential attacker could pursue in order to prioritize 
the test cases and to concretely define the focus of the penetration test. In the case of more complex 
systems and applications, this phase can only be passed through to a limited extent due to time con-
straints and possibly the large volume of information received. 

Based on the functional and technical possibilities of the test object, the tester assesses the chances 
of success of a target-oriented attack in order to make a decision on the test depth and intensity (e.g. 
time expenditure) of selected functions and the defined targets. For example, some functions have a 
higher exploitation potential (e.g. write accesses such as file uploads) and should therefore have a 
higher priority in the test period. 

Based on the experience and specialization of the tester, the result of this phase will be subjective. 

 Active Intrusion Attempts 
According to the agreements from the preparation phase (see Chapter 3.1), the tester carries out ap-
propriate test cases based on the test priorities. 

For each identified (potential) vulnerability: 

▪ existing boundary conditions are examined (e.g. necessary user rights, existing protection 
mechanisms, conditions for exploitation), 
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▪ evidences are generated (screenshots, commands used, navigation in the application towards 
the relevant function, code snippets, requests and responses of an attack, proof of concepts, 
etc.) to facilitate comprehensibility and reproducibility, 

▪ identifies the potential impact of the vulnerability, and 

▪ if necessary, any further vulnerabilities are discovered (e.g. to create a remote shell from an 
SQL injection in order to execute system commands). 

In this phase, new findings/information are collected if necessary, so that the two phases „Reconnais-
sance“ and „Analyzing Information and Risks “ are passed through iteratively. 

 Final Analysis / Rework / Clean-up 
The results of the „Active Intrusion Attempts“ phase are collected, evaluated and documented in detail 
in the final test report. The aim of the documentation is to provide the client and the parties involved 
with all the necessary information in a detailed and comprehensible manner in order to highlight rele-
vant risks for the purpose of monitoring business operations. 

Therefore, the test report contains a meaningful summary for the management, which includes the 
essential test results and recommended further procedures on an abstract level. However, the main part 
of the final report is a detailed description and evaluation of the test results. In the final analysis, each 
vulnerability is described in detail and its effects and possible remedies are explained. The recom-
mended measures for the documented vulnerabilities are generally formulated in concrete terms, but 
the final decision on the type and scope of remedy(s) is the responsibility of the client. 

It may be necessary to re-examine the framework conditions of a vulnerability during documentation, 
e.g. if a new attack scenario arises in combination with another vulnerability. 

Sensitive data recorded during the test (e.g. personal data or access data of other persons) will be 
securely deleted if no longer needed and will be made unrecognizable in the final documentation. 
Traces of the test (e.g. backdoors) must also be removed from the systems, especially if they could be 
used for misuse or further attacks by others. If the penetration test has taken place in a dedicated test 
environment, which is completely removed or cleaned up after the end of the test, the final cleanup can 
be omitted.  
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4 Test Results 

 REST API 
 Cryptography 

4.1.1.1 Cleartext Transmission of Sensitive Information 

Description 

If a service, an application, or an IT system transmits sensitive or security-critical information through a 
plain-text communication channel such as HTTP, this information is not protected against eavesdrop-
ping and manipulation. Unencrypted communication and transmission of information increases the risk 
for the application as well as for its users, since an attacker can read and manipulate the data on the 
communication channel using a man-in-the-middle attack. 

Result 

The test setup was only available via unencrypted HTTP, but not via encrypted HTTPS. 

Since this was just a testing environment, this finding is rated as “Informational”. For production envi-
ronments, this would have resulted in a high severity rating. 

Impact 

An attacker can potentially - undetected - position himself between the communication partners and 
read and manipulate transmitted data on the communication channel (man-in-the-middle attack). An 
attacker can use gained information to plan and perform further attacks. 

Furthermore, the integrity and confidentiality of the transmitted data are not sufficiently guaranteed. 

Affected System / Host / Function 

 http://78.138.66.89:9000/ 

References 

 https://www.owasp.org/index.php/Insecure_Transport 
 https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Se-

curity_Testing/09-Testing_for_Weak_Cryptography/03-Testing_for_Sensitive_Infor-
mation_Sent_via_Unencrypted_Channels 

 https://wiki.mozilla.org/Security/Server_Side_TLS 

Severity: Informational 

CVSSv3 Base Score: 0.0 (Vector CVSS:3.1/AV:N/AC:H/PR:N/UI:R/S:U/C:N/I:N/A:N) 

Recommendation 

The following points should be considered when transmitting sensitive and security-critical data: 

 Use of HTTPS (HTTP with SSL / TLS) for the transmission of data to ensure appropriate 
transport encryption 

 The transport encryption should be based on TLSv1.2 (or higher) 

https://www.owasp.org/index.php/Insecure_Transport
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/09-Testing_for_Weak_Cryptography/03-Testing_for_Sensitive_Information_Sent_via_Unencrypted_Channels
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/09-Testing_for_Weak_Cryptography/03-Testing_for_Sensitive_Information_Sent_via_Unencrypted_Channels
https://owasp.org/www-project-web-security-testing-guide/latest/4-Web_Application_Security_Testing/09-Testing_for_Weak_Cryptography/03-Testing_for_Sensitive_Information_Sent_via_Unencrypted_Channels
https://wiki.mozilla.org/Security/Server_Side_TLS


 

 

GAIA-X Template Version: 1.1  Version: 1.2 

Testbericht Penetrationstest GAIA-
X._V1.2docx.docx  

Date of Release: 30.05.2022 Classification: Confidential Page 17 of 26 

    

 Used cipher suits should support Perfect Forward Secrecy (PFS), that means a new secret 
key is negotiated for each TLS session 

 A valid certificate has to be used so that an active man-in-the-middle attack can be identi-
fied by users (certificate warning) 

 On server-side the HTTP Strict Transport Security Header (HSTS) should be set to enforce 
the use of HTTPS on the client side 

It is not enough to encode sensitive or security-critical data (e.g. Base64) and to transmit it over an 
unencrypted communication channel, because an attacker can restore the plain text with a little effort. 
Even if the communication protocol is not human-readable but binary, encryption is needed. 

 

 Authentication Testing 

Test passed without any security issues. 

 

 Authorization Testing 

4.1.3.1 Access Control - Missing or Incorrect Authentication 

Description 

The system or application does not restrict or incorrectly restricts access to a resource from an unau-
thorized actor. 

Access control involves the use of several protection mechanisms such as:  

 Authentication (proving the identity of an actor) and 
 Authorization (ensuring that a given actor can access a resource). 

Authentication is providing and validating identity of a user. 

In case of missing authentication, the system does not perform any authentication for functionality that 
requires a provable user identity or consumes a significant amount of resources. 

Incorrect authentication describes the behavior of a system or application when an attacker claims to 
have a given identity, but the application does not prove or insufficiently proves that the claim is correct. 

Result 

Starting the OIDC workflow by accessing the authorization endpoint, users get redirected to the 
/ssi/login endpoint which contains a server-generated claim, placed inside the hidden username field. 
The password field contains the value OIDC, indicating that the OpenID Connect authentication type 
should be used. The user then only needs to press the Login button (or scan the QR code of the claim 
with an undefined mobile application) and automatically gets logged into the target application. 

At no point in that flow, actual credentials are requested from the user (and no prior explicit authenti-
cation had taken place), so in essence, there is no real authentication of the user. 
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Impact 

In consequence, if an authentication check is not applied or otherwise fails, attackers can compromise 
the security of the software by gaining privileges, reading sensitive information, executing commands, 
evading detection, etc. 

Furthermore, exposing critical or administrative functionality essentially provides an attacker with the 
privilege level of that functionality. The consequences will depend on the associated functionality, but 
they can range from reading or modifying sensitive data, access to administrative or other privileged 
functionality, or possibly even execution of arbitrary code. 

Affected System / Host / Function 

 http://78.138.66.89:9000/ 

Screenshot 

 

Figure 1: First authorization request, redirecting to the login form 

 

Figure 2: Login form with pre-filled, hidden username and password fields 
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Figure 3: Login submission with redirect to authorization endpoint and finally to target application 

References 

 https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet 
 https://cheatsheetseries.owasp.org/cheatsheets/Multifactor_Authentica-

tion_Cheat_Sheet 
 https://cheatsheetseries.owasp.org/cheatsheets/Transaction_Authoriza-

tion_Cheat_Sheet.html 
 (https://cheatsheetseries.owasp.org/cheatsheets/Access_Control_Cheat_Sheet.html 
 (https://owasp.org/Top10/A01_2021-Broken_Access_Control/ 

CVSSv3 Base Score: 7.2 (Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:C/C:L/I:L/A:N) 

Recommendation 

Implement a proper authentication flow. 

 

 Configuration and Deployment Management Testing 

Test passed without any security issues. 

 

 Input Validation Testing 

Test passed without any security issues. 

 

 Business Logic Testing 

Test passed without any security issues. 

 

 Client-Side Testing 

Test passed without any security issues. 

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet
https://cheatsheetseries.owasp.org/cheatsheets/Multifactor_Authentication_Cheat_Sheet
https://cheatsheetseries.owasp.org/cheatsheets/Multifactor_Authentication_Cheat_Sheet
https://cheatsheetseries.owasp.org/cheatsheets/Transaction_Authorization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Transaction_Authorization_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Access_Control_Cheat_Sheet.html
https://owasp.org/Top10/A01_2021-Broken_Access_Control/
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 Error Handling  

Test passed without any security issues. 

 

 Negativ-Test SpringBoot Actuator-Endpoints 
4.2.1.1 Spring Boot Actuator Endpoints available 

General Description 

Spring Boot includes a number of additional features to help developers to monitor and manage their 
application when pushing it to production. Developers can choose to manage and monitor the applica-
tion by using HTTP endpoints or with JMX. Auditing, health, and metrics gathering can also be auto-
matically applied to the application. The spring-boot-actuator module provides all of Spring Boot’s 
production-ready features. 

Since these endpoints expose sensitive data (e. g. configuration and environment properties), access 
to the actuator endpoints needs to be restricted. Additionally, there are endpoints for dumping heap 
and/or thread memory which in turn can contain further sensitive information (e. g. private keys, pass-
words, etc.). 

Result 

During the test, it was found that the Spring Boot actuator endpoints are accessible without any au-
thentication. Due to that, a dump of the heap memory could be requested, while also performing busi-
ness-critical actions (e. g. attempting to log into the application). 

Afterwards, the heap dump file was investigated, and a private RSA key could be extracted. It turned 
out that this key is used for signing JWT, and would thus allow to forge arbitrary, valid JSON Web 
Tokens, compromising the whole authentication and authorization workflow. 

Impact 

Attackers with access to the Spring Boot actuator endpoints may get access to sensitive information. 

Affected System / Host / Function 

 http://78.138.66.89:9000/actuator 
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Screenshot 

 

Figure 4: Heapdump Actuator Endpoint enabled 
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Figure 5: Private key data found in actuator heapdump 

References 

 https://docs.spring.io/spring-boot/docs/current/reference/html/actuator.html#actua-
tor.endpoints  

Severity: High 

CVSSv3 Base Score: 7.5 (Vector CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:N/A:N) 

Recommendation 

 The Spring Boot Actuator Endpoints should be disabled for release builds, if not absolutely 
necessary. 

 Should they be required, they need to be protected by strong credentials, and if possible 
restricted to authorized source IP addresses. 

 

https://docs.spring.io/spring-boot/docs/current/reference/html/actuator.html#actuator.endpoints
https://docs.spring.io/spring-boot/docs/current/reference/html/actuator.html#actuator.endpoints
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5 Appendix 

 Description of Severity Levels 
The following chapter describes the main features used to assess the severity of vulnerabilities from 
Chapter 4 of the closure analysis. The explanations of relevant characteristics should form the basis of 
the assessment process and ensure their traceability. The features summarize security-relevant and 
technical aspects of a vulnerability. 

 Severity Level „Informational” 

Criteria 
Classification / 
Assessment 

Description 

Classification - 
The vulnerability poses no direct threat to the application or the soft-
ware system. An attacker can still use the extracted information to 
plan and execute further attacks. 

Attack Complexity Not relevant 
A consideration of the attack complexity is not relevant for the evalu-
ation. 

Impact Not relevant 
Exploitation of the vulnerability does not result in direct damage to 
the software system or the application. 

Likelihood of oc-
currence 

Not relevant 
A consideration of the likelihood of occurrence is not relevant for the 
evaluation. 

User interaction Not relevant 
A consideration of the necessity of user interaction is not relevant for 
the evaluation. 

Action required Not required 
A fix is not absolutely necessary. However, it is recommended to fix 
the cause of the vulnerability in order to avoid an unnecessary secu-
rity risk. 

 

 Severity Level „Low“ 

Criteria 
Classification 
/ Assessment 

 Description 

Classification -  

The vulnerability represents a minor threat to the application or the 
software system. There is no significant security risk. The combina-
tion of multiple vulnerabilities of severity "Low" or the combination 
with vulnerabilities of a higher severity could still increase the secu-
rity risk for the application or the software system. 

Attack Complexity High  
An attacker usually requires a great deal of (time) effort or consider-
able - possibly internal - knowledge about the software system or 
application to successfully exploit the vulnerability. 

Impact Low  
By successfully exploiting the vulnerability, an attacker can gain in-
formation about the application, cause minor damage to the appli-
cation, or use the vulnerability to plan and execute further attacks. 
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However, the combination with other vulnerabilities can increase 
the damage effect. 

Likelihood of oc-
currence 

Low  

Depending on the nature of the vulnerability and its context, suc-
cessful exploitation may be difficult or only theoretically possible. A 
low likelihood of occurrence may also be true if no public exploits or 
descriptions for exploiting the vulnerability are available. 

User Interaction 
Required if 
necessary 

 

Depending on the nature of the vulnerability, user interaction may 
be required. If user interaction is required, significant victim involve-
ment (e.g. social engineering, spam) is often required to provide the 
attacker with a means of exploiting the vulnerability. 

Action Required 
Recom-
mended 

 
It is recommended that the cause of the vulnerability be addressed 
to minimize the security risk. A (productive) use of the software is 
possible. 

 

 Severity Level „Medium“ 

Criteria 
Classification / As-
sessment 

Description 

Classification - 

The vulnerability poses an increased security risk to the sys-
tem or application. An attacker cannot take over the software 
system or application by exploiting the vulnerability. How-
ever, the vulnerability can be used to plan and execute fur-
ther successful attacks. 

Attack Complexity Moderate to high 
An attacker can exploit the vulnerability with significant 
(time) effort and with targeted knowledge of the software. 
Exploitation of the vulnerability is usually possible. 

Impact Moderate 
An attacker can cause limited direct damage within the ap-
plication or system and its users by exploiting the vulnera-
bility. 

Likelihood of Occur-
rence 

Moderate 

Depending on the nature of the vulnerability and its context, 
successful exploitation is possible. An attack is highly likely 
to succeed even if no public exploits or descriptions are 
available to exploit the vulnerability. 

User Interaction May be necessary 

Depending on the nature of the vulnerability, unintended 
user interaction (e.g.: ignoring error messages) may be nec-
essary to provide an opportunity for the attacker to exploit 
the vulnerability. 

Action Required Recommended 

It is strongly recommended to fix the vulnerability. If a fix is 
not possible (in the short term), the continued use of the 
software in combination with additional security measures 
(e.g. monitoring or use of a WAF) is recommended. Since 
there is an increased security risk, these measures can re-
duce the probability of occurrence or increase the complex-
ity of the attack. 
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 Severity Level „High“ 

Criteria 
Classification / As-
sessment 

Description 

Classification - 

The vulnerability poses a high security risk to the system or ap-
plication. By exploiting the vulnerability, an attacker can take 
over parts of the software system, restrict the use of the soft-
ware or endanger the users and their data of the software sys-
tem. 

Attack Complexity Low bis moderate 

Depending on the nature of the vulnerability and its context, an 
attacker can exploit the vulnerability with little to reasonable 
(time) effort and without in-depth knowledge of the software 
system. 

Impact High 

Exploitation of the vulnerability results in high damage within 
the application or system. By exploiting the vulnerability, an at-
tacker can circumvent security mechanisms (such as the au-
thorization concept or session management) and compromise 
application data in the system. 

Likelihood of Occur-
rence 

High 

Depending on the nature of the vulnerability and its context, it 
is very likely that the vulnerability will be exploited with a low 
attack complexity. The probability of a successful attack in-
creases if the vulnerability is known and (at least) one public 
exploit is available. 

User interaction Possibly necessary 
Active user interaction is usually not required. If user interac-
tion is necessary, it requires increased attention from the user 
to detect an attack (for example, clicking a malicious link). 

Action Required Required 
The cause of the weaknesses must be eliminated quickly. The 
system or application must not be used (productively) because 
there is a high security risk for the operation and the user. 

 

 Severity Level „Critical“ 

Criteria 
Classification / 
Assessment 

Description 

Classification - 
The vulnerability poses a very high security risk to the system or ap-
plication. Exploitation of the vulnerability allows an attacker to take 
over the entire system or IT infrastructure. 

Attack Complexity Low 
Depending on the type of vulnerability and its context, a successful 
attack usually requires little effort or medium to little technical 
knowledge. 
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Impact Critical 
An attacker is able to compromise the system or the IT infrastructure 
and execute malicious actions on operating system level or other sys-
tems of the IT infrastructure. 

Likelihood of Oc-
currence 

High to very high 
Due to the low complexity of the attack there is a high probability of 
occurrence. The probability increases if the vulnerability is known 
and a public exploit is available. 

User Interaction Not required User interaction is not required in most cases. 

Action Required 
Immediately re-
quired 

The vulnerability must be fixed as soon as possible. The system must 
not be used (productively) under any circumstances, as there is a 
very high security risk for the IT infrastructure, the users of the system 
and thus for business operations. 
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